The contributions during the last few years on the structural theory of Petri nets can now be applied to formal veri cation. The structural theory provides methods to nd e cient encoding schemes for symbolic representations of the reachable markings. It also provides approximations of the state space that allow to alleviate many bottlenecks in the calculation of the reachability set by breadth or depth rst search algorithms.
Introduction
Formal veri cation of concurrent systems su ers from the state explosion problem. The number of states of a system can grow exponentially in the number of subsystems.
One major challenge in the ongoing research o n v eri cation is to signi cantly increase the size of the systems that can be veri ed. The progress achieved by symbolic model-checking techniques have approached the veri cation domain to practical-sized systems. However, there are still serious limitations of time and memory for many cases.
We discuss here several techniques for the veri cation of systems modeled with Petri nets 16 . For many years, Petri nets have been the target of many researchers and di erent theoretical results have emerged. These results can now be used to alleviate some of the veri cation bottlenecks.
We consider the veri cation of concurrent systems using temporal logics such as linear temporal logic LTL, computation tree logic CTL or -calculus 1 . Typically, temporal logic formulae can describe state and path properties. An example of state property This work has been funded by is at most one writer has access to the database". This is a property that can be checked locally for each state of the system. On the other hand, the property every request will be eventually acknowledged" is a path property that must be checked for all possible sequences of events of the system.
Verifying a property often requires the exploration of the state space. To reduce the complexity o f s u c h exploration, approaches going to opposite directions can be devised, namely, by reducing the state space while preserving the properties that must be veri ed or by enlarging the state space, making veri cation conservative no false positives but reducing the symbolic representation of the state space. The main contribution of this work is to show h o w structural and symbolic techniques can be combined in the same veri cation framework.
The techniques we will discuss can be classi ed according to their e ect on the calculation and representation of the state space:
State reduction and abstraction techniques. Symbolic representation of the state space. Approximations of the state space.
We assume the reader to be familiar with Petri nets and symbolic model checking techniques. We refer the reader to 12, 1 1 for a basic background on these topics.
State reduction and abstraction techniques
Partial-order reduction techniques have been proposed to reduce the state space generated by concurrent systems 18, 15 . Intuitively, the main observation of these methods relies on the fact that concurrent events are modeled by a set of sequences executing all possible interleavings. When the execution order is irrelevant for the properties that must be veri ed, it is enough to choose one of them to preserve the behavioral skeleton of the system without losing accuracy in the veri cation task. An example is illustrated in Figure 1 . When the formalism to model the system is a Petri net, reduction rules to transform the net into a simpler one that preserves the relevant properties can be applied 12, 17 . The example of Figure 1 illustrates one of such rules. Transitions labeled with v and i 2 represent a sequence of these two e v ents. A reduction ruled called fusion of series transitions" can be applied and obtain a new transition that abstracts the behavior of both events into a single event labeled v; i 2 .
Such t ype of rules can be used to automatically remove invisible actions e.g. i 2 could be removed from the labelv;i 2 or to derive a symbolic representation of the state space in a hierarchical manner 14 . 3 Symbolic representation of the state space Ordered binary decision diagrams OBDDs 2 have emerged as an e cient form to represent boolean functions and have provided a crucial toolbox for veri cation systems based on symbolic model checking techniques 11 .
Petri nets present a structure appropriate for boolean encoding. If we consider a safe Petri net 1 , the state of each place can be encoded by one boolean variable. Thus, the reachability set of the Petri net can be represented by a boolean characteristic function and manipulated by boolean operations 14 . concurrency relation 9 that gives necessary conditions for two places not to be concurrent. A complementary way is the calculation of state machines initially marked with one token. State machines correspond to place invariants that can be obtained by using algebraic methods 7, 12 .
Let us illustrate this feature with the example of Figure 2 . There are four place invariants that de ne state machines of the net. They correspond to the sets of places fs 1 ; s 4 g , f s 2 ; s 3 g , f s 5 ; s 8 g and fs 6 ; s 7 g . In all cases, there is always one place in the set that is marked in the state space. This property can be structurally deduced from the fact that they de ne state machines of the net. Thus, the state of each set of places can be encoded with one boolean variable.
Let us call these variables x 1 ; : : : ; x 4 respectively, i.e. 
Conservative approximations
The structural theory of Petri nets provides e cient mechanisms to derive the so-called potentially reachable state space, that corresponds to the set of markings that ful l the state equation of the Petri net 12 . The state equation gives a superset of the state space since any reachable marking ful ls the state equation, but not vice versa. respectively the initial marking is 2010. We can observe than one of the markings ful ling the state equation, 0308, is not reachable from the initial marking.
Using a superset of the state space results in some limitations of the predicates that can be veri ed. Thus, properties that hold for all states in a set universal quanti ers also hold for any subset of states. However properties than hold when there exists some state with a speci c characteristic in a set existential quanti ers only hold for supersets. Therefore, the potentially reachable state space provides a conservative method to verify properties without existential quanti ers. On the other hand, subsets of the reachable state space can be useful for conservative v eri cation of properties with existential quanti ers.
Re nements of the state space approximation
We discuss here two approaches to derive successive re nements of the state space.
Backward state elimination
The potentially reachable state space also provides a starting point to calculate the exact state space using backward state elimination. If we callŜ 0 the potentially reachable state space of a net and S the reachable state space, the following recurrence gives succes- In the example of Figure 3 , S can be obtained from S 0 by applying the previous recurrence only once, thus eliminating the state 0308 from the reachable set. Unfortunately, a x point does not always guarantee the exact state space. This is illustrated by the example of Figure 2 . The shadowed states ful l the state equation and, therefore, belong toŜ 0 . However the backward state elimination cannot remove any state since all states are reachable from some state of the set.
In the worst case, still anyŜ i gives an initial set of unreachable states. This knowledge can be crucial to make the state exploration much more e cient b y taking the unreachable states as don't cares" of the boolean functions used to represent the transition relation and the reachability set of the net 3 .
Modulo-invariants Desel et al. 5 i n troduced modulo-invariants as a generalization of the concept of place-invariants. The interesting property of modulo-invariants is that a basis can be calculated in polynomial time from the incidence matrix of the net by obtaining its Smith Normal Form 8 . Besides providing the conventional place invariants that can be used to encode the token count o f the places, as explained in section 4.1, they also provide extra information to prune the potentially reachable state space.
Let us take again the example of Figure 2 . A basis of the place-invariants of the net is the following all of them corresponding to state machines: s 1 + s 4 = 1s 2 + s 3 = 1 s 5 + s 8 = 1s 6 + s 7 = 1 Interestingly, these invariants can be used to obtain a superset of the state space. By using the encoding proposed in section 4.1 with four boolean variables In general, modulo-invariants provide more stringent conditions for reachability than the state equation. In our example, they are able to obtain the exact state space.
5 Putting everything together
The methods described in the previous section can be combined in the same veri cation framework. This illustrated in Figure 4 . Reduction rules can be applied at the earliest steps of the veri cation to simplify the structure of the Petri net. Structural methods based on the state equation and place invariants can be used to derive an e cient encoding of the markings. Next, the characteristic function of the potentially reachable state space can be derived from the modulo-invariants of the net.
Finally a cyclic veri cation process starts. This process completes when some of the following conditions holds:
The veri ed property conservatively holds for an approximate state space.
The exact state space has been reached. Then the result of the veri cation either positive or negative is also exact.
The veri ed property does not hold in an approximate state space and there are no more resources time and or memory to obtain a further re nement of the state space. The answer to the verication process is don't know" and the designer must conservatively assume that is negative.
The successive re nements can be obtained by applying one or several steps of the backward state elimination strategy 4. In case a x point is reached, a forward traversal from m 0 must be performed using the information about unreachable states as don't care" conditions for the manipulation of boolean characteristic functions.
Conclusions
The results on the structural theory of Petri nets make this formalism attractive for the speci cation and veri cation of concurrent systems. A Petri netbased veri cation framework can also be applied to other event-based models, such as process algebras, from which P etri nets can be derived, e.g. by syntaxdirected translation techniques.
This paper has presented a strategy to integrate structural and symbolic methods in the same modelchecking veri cation framework, thus taking advantage of the e cient algorithms devised at each domain.
Recent research b y Esparza and Melzer 6 has proposed to perform conservative veri cation with the information provided by transition-invariants. The utilization of constraint programming 10 to derive realizable" transition-invariants results in an e cient strategy to ght against the state explosion problem. The integration of constraint programming in model checking techniques seems to deserve further investigation.
